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AI Risks & FBI CJIS Data
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whoami
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• Jodie Monette, CJIS Systems Agency 
Information Security Officer.



Agenda
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• Risks
• Risk Assessments (RA) FBI CJIS Security 

Policy
• AI and FBI CJIS Data



Artificial Intelligence (AI) Risk
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• Conventional Cyber Security Risk
• BIAS Risk
• Privacy Risk
• Regulatory Risk
• Intellectual Property Risk
• Reputational Risk



Artificial Intelligence (AI) Risk Assessment 
(RA)
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What is your level of Risk for your County/City?

Low

Medium 

High



Artificial Intelligence (AI) Risk Assessment 
(RA) FBI CJIS Security Policy
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RA – 1 Policy and Procedures
RA – 2 Security Categorization
RA – 3 Risk Assessment
RA – 5 Vulnerability Monitoring and Scanning

(2) updated vulnerabilities to be scanned (24h)
(5) Privileged Access
(11) Public Disclosure Program

RA – 9 Criticality Analysis



Artificial Intelligence (AI) Risk Assessment (RA)  -
Data flow of AI
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Diagram by Sid Sriram

https://www.linkedin.com/in/sidxsriram?trk=public_post_feed-actor-name


Artificial Intelligence (AI) Risk Assessment (RA)  -
OWASP Top 10 for LLM
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LLM01:2025 Prompt Injection 
LLM02:2025 Sensitive Information Disclosure
LLM03:2025 Supply Chain 
LLM04: Data and Model 
LLM05:2025 Improper Output Handling



Artificial Intelligence (AI) Risk Assessment (RA)  -
OWASP Top 10 for LLM
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LLM06:2025 Excessive Agency
LLM07:2025 System Prompt Leakage
LLM08:2025 Vector and Embedding 
Weaknesses 
LLM09:2025 Misinformation
LLM10:2025 Unbounded Consumption



Artificial Intelligence (AI) Risk Assessment (RA)  -
OWASP AI Exchange
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• resource for broad AI security & privacy -
over 200 pages of practical advice and 
references on protecting AI and data-
centric systems from threats.



Artificial Intelligence (AI) Risk Assessment (RA)  -
OWASP AI Exchange – Periodic table of AI security
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Artificial Intelligence (AI) Risk Assessment (RA)  -
OWASP AI Exchange – Periodic table of AI security
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Artificial Intelligence (AI) Risk Assessment 
(RA) - MITRE ATLAS
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Artificial Intelligence (AI) Risk Assessment 
(RA) - MITRE ATLAS
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Artificial Intelligence (AI) Risk Assessment 
(RA) - MITRE ATLAS
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Artificial Intelligence (AI) Risk Assessment 
(RA) MITRE ATLAS
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Artificial Intelligence (AI) Risk Assessment 
(RA) - DOE AIRMP E1140
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AI Model Cloud Vendors
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• Vendor will tell you  -- you get a private instance in 

the cloud for your AI

• Read the license agreement 

• Read the user level agreement



Where does AI FIT with CJIS Data?
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• Non-Deterministic AI
• Characterized by outputs that vary even with the same input

• Deterministic AI
• Characterized by always produces the same output for the same input



Where does AI FIT with CJIS Data?
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• Currently the FBI CJIS position on AI is NO AI 
used with FBI CJIS data and systems.

• Only way - would be in a stand alone system 
with no connection to the internet.



Where does AI FIT with CJIS Data?
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Where does AI FIT with CJIS Data?
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State of MN 

Public Artificial Intelligence Services Security 
Standard



Where does AI FIT with CJIS Data?
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Copilot & CJIS Issues….

If M365 is county and law enforcement 
together – Comingled – Copilot must be 
shutoff.



Artificial Intelligence (AI)
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• What is your plan for AI?
• Where is AI already in your Organization?  

Do you know?
• Do you have a policy that governs the use of 

AI?



Take Away - Artificial Intelligence (AI)
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• Inventory AI where is it in your 
environment?

• Know what the flow of AI data is?
• Put security controls around AI just like 

production code.



Resources
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• OWASP AI Exchange – https://owaspai.org
• OWASP Top 10 for Large Language Model 

Applications | OWASP Foundation –
https://owasp.org/www-project-top-10-for-
large-language-model-applications/

• MITRE ATLAS™ -- https://atlas.mitre.org
• SANs.Org AI Cybersecurity Summit 2025 

(March 31 & April 1, 2025)Recording will be 
posted, next week.

https://owaspai.org/
https://owasp.org/www-project-top-10-for-large-language-model-applications/
https://atlas.mitre.org/
http://www.sans.org/


Questions?

Information Security Office - 651-793-2502  bca.iso@state.mn.us

CSA ISO – 651-793-2547 Jodie.Monette@state.mn.us



•Thank you!!! 
For taking 

time out of 

your busy 

day.
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Contact us

Lisa Meredith, Executive Director – lisa@mnccc.gov

Mike Fox, Chief Financial Officer – mike@mnccc.gov

Amanda Beyer-Schulte, Communications and Events Coordinator –

amanda@mnccc.gov

Emily Wick, Marketing and Membership Specialist – emily@mnccc.gov


